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IoT Intrusion Detection Model Integrating Improved TCN and DRSN
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( School of Computer Science and Information Engineering , Harbin Normal University , Harbin 150025 , China)

Abstract ; Intrusion detection systems have gradually become an important means of protection for IoT security. However , the sample
data of existing IoT intrusion detection models have problems such as category imbalance and insufficient feature extraction, which re-
sults in low recognition rates and relatively low recognition rates for small category attacks. Therefore, this paper proposes an IoT intru-
sion detection model that integrates an improved temporal convolutional network and a deep residual shrinkage network. First, dilated
causal convolution and one-dimensional convolution are used to fully extract the spatiotemporal features of the data,forming a deep-
level network structure jthen introduce a soft threshold of self-attention, which can automatically set the threshold without expert expe-
rience and eliminate redundant features ;finally,use the focus loss function to enhance the recognition rate of minority classes. The ex-
periment is in TON-IoT The overall accuracy and F1 value on the data set are as high as 99.88% and 99.64% respectively,among
which the F1 value of the small sample class is 100% . Experimental results show that compared with other models , the proposed model
significantly improves the detection ability of imbalanced intrusion data.
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Fig.1 Causal convolution and dilated causal convolution
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Table 3 TRSB-WC parameter configuration

Input Output Stride Kernel size
channel channel 1Dconv DCconv Dconv DCconv
8 1 8 2 1 3 5
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Table 4 Performance comparison of some benchmark models
and the model in this article( % )

R R RER HEE FIff  AUC
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] %4> BI3ETF T 19.56% 3.36% ,F1 {43 HI42 T T 19.56% .
5% ,AUC 43985 T 24.63% 2. 15% . 5335 i3 FHE A
TE TR T TCN 5 DRSN R 70 A4 48 BUR 3 hn = 5 (1 5k
PRFFAE. TCN 38 i3 H A K 1 832 BF ( Receptive Field) 1 &
T Bl AL, AT DASE AP AR R 06 3R, DABR IR
P B PP RPAE , (AR AL B 737 ) 56 045 %4 ; DRSN 5 it &2
TR B Y RBAS SR B B e 1 2 (R AR AE, [R5 LA B3R
TER AU AT, (AR A L R AN T A3l
BB IHE, IR IURTRE , WD AR EERRIE W, A S5
R — R EE AR TR SR RE.

3) TDF-IDS 5 TDRSN i H /047

WMgEF 4 KB, TDF-IDS 5 TDRSN 4 Ik, AR RET T
0.05% FEHRETT 0.2% , H HRET T 10% ,F1 {HH#T+
T 8.43% ,AUC #2157 1.85% . H—KIEHH T 5] A £ Sk
BRI A BRAE AR I 9 4 55, HLAS TR AR ARk 3R A T
ANEERIRCR , AT A H A ST R0 i A R0
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5) BN W 28 bR AT
TH Rl SE IR A AR 45N 28 3] L i AE i 2 3 [ 26 F {E A
AUCHI 325 Fr 7~ . W DA & P45 7 DRSN ., TCN #E ddos ., nor -

mal ,password JX L8R FEA B2 5] L HA AL T 95% B4 [1]
A&, MiE dos . scanning \mitm #EARUREDHITE LT 4 B R AT
X —L8 45 EAEAR DB mitm B A BIR S 0. 4otk
T X PR EIAR A BN B o) BB A R, BT

LOF | e
0.9F
- 0.8F :'”"
g 1
S o7} - TDF-IDS(test)
! - - - TDRSN(test)
[ S DRSN(test)
i e DRSN-FL(test)
o5k —— TCN(test)
I 1 L L y
0 10 20 30 40 50

BARRE

%8 TCN.DRSN,DRSN-FL TDRSN ‘5 TDF-IDS
ST TV 1 R %
Fig.8 TCN,DRSN,DRSN-FL,TDRSN and TDE-IDS

model testing accuracy curves
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Table 5 Comparison of various indicators among 8 categories( % )

R EL - X A ; .
dos ddos injection normal XSS password scanning mitm
DRSN FEE 97.22 99.78 99.19 99.95 99.21 98.75 95.24 0
BE&E 94.59 99.67 99.19 99.95 99.60 99.58 97.56 0
F1 {§ 95.89 99.72 99.19 99.95 99.41 99.16 96.39 0
AUC 93.79 100 99.49 96.98 97.98 99.97 97.32 70.51
DRSN-FL KR 96.49 99.22 100 99.90 99.22 99.86 96.43 25
FEREIE: 99.10 99.67 100 99.28 100 97.90 98.78 100
F1 {& 97.78 99.44 100 99.59 99.61 98.87 97.59 40
AUC 95.30 99.22 99.37 97.98 99.24 98.55 98.87 87.60
TDRSN FEE 99.10 99.89 100 100 99.22 99. 86 97.59 100
FEREIE: 99.10 100 99.19 100 100 100 98.78 20
F1 & 99.10 99.94 99.59 100 99.61 99.93 98.18 33.33
AUC 99.27 100 99.56 96.56 98.96 100 93.36 86.49
TCN KR 76.42 96.39 79.27 99.59 77.37 92.86 68.18 0
BE&E 72.97 98.22 52.85 99.69 83.79 96.36 54.88 0
F1 {§ 74.65 97.29 63.41 99.64 80.46 94.58 60.81 0
AUC 41.20 99.55 75.55 93.90 76.90 96. 63 53.25 40.80
TDF-IDS KR 100 100 100 99.95 100 99.72 97.62 100
BE&E 97.30 99.78 100 100 100 100 100 100
F1 {§ 98.63 99.89 100 99.97 100 99.86 98.80 100
AUC 94.44 99.99 99.58 96.76 99. 64 99.32 99.37 99.95
REASL 111 897 123 1949 253 715 82 5

T B SRS AR 4% 5 33 2 WA 4 I 4% 1) TDRSN 57 AH
% F TCN HEAIAE mitm K2R B ST 9541 DR BLH ] B 18
Tt B4R E T 100% 20% .33.33% F1 45. 69% . [6] 6, Xf T+
dos . injectionxss ,scanning X 4 F I 47 25 %, TDRSN 2 5 41,
RIS TR AR WL GE IR T, 4 51K 58. 07% (24. 01%
22.06% #1140.11% . 55 DRSN #i%I4H [, , TDRSN #£ A7 mitm

BEEEAR AT b EFEARBGE T B &R T, WEK ) 0%
H#EFE T 100% 20% 33.33% F115.98% . ft4h, % T dos.in-
jection . xss Fll scanning 25/t A My T 24 U, TDRSN HERI 1y %%
Tstr A E W B RIUEE, 5 T 5% 226 XU TRE
IS BN 4 5 R 22 W I 4% , BB SR BB/ MR A B AT, —
FEFRBE T 4R X /IR AR Bty 2853 W AR BB . AR SR B Y
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TDF-IDS BRI AR A B 20 b 125N An A b LAt
RISEAHRA TR R, R R R/ 4 ) mitm FIRE K,
HAAMEIFEA T 99.95% . R4 TDF-IDS 7t dos Tt 245
| AUC {{H94.44% , 45T TDRSN P&{K T 4.83% , X A B
JEPUA S AR SR M BUS , mitm AR DEE AR T R
AUER , AT AR T A5 20 ot 0 i 7 2 0 4 S 1 L (R AUC
HREET 1.85%.
4.5.2 A REAR

)i , 7 TON-IoT $idasE B4 SCHE i ¥y TDF-IDS A55
5 B P R U AT KRR R AT B TR

RO A NEEAINERERELE(%)
Table 6 Performance comparison between existing
methods and this method( % )

iy MR HEHE  HEE FIHE  AUC
SCHER[19] 99.59 - - 99.59 -
SCHk[20] 96.35 94.80 98.45 97.03
SCHk[21] 99.57 99. 66 99.59 99.62 -
SCHER[22] 98.00 97.80 97.80 97.80 -
GRU 98.96 84.67 84.84 84.75 96.91
Resnet 99. 06 85.06 84.56 84.76 84.79
AR 99.88 99. 66 99.63 99. 64 98. 65

BB, AR SO B R 5 A R RO TR AP 5 I T
TDF-IDS R A2 bk 5 Pt Xt i ink 6 Bis.

5 & i

VR A R A2 R A X S R R PR R AR
BRI MR B BCER BRI, 38 YR 2 AR P A
SRR LR ASCR T —FFRk O TDF-IDS B335 ¥, 2 Rl
1 DRSN FLRIA TCN BRI S It T AR ERER:
A5 A RE. TDF-IDS BEAE AT AL b R HR I 2 RR1E
F A U £ R A PR B T /MR AR S S R S I A
A IIBE ). SEER SRR, TDF-IDS eI Zhid 72 sl
HAEASE BRI 6, JHE XS Tk 2> 251 mitm X
2 A [ 0 F1AEARRE] T 100% , AUC JKE T 99.95% .
5 A SEHERRIA L , AR SCHE Y R 05 EE L A 2 KGR
B[R F1 f5A1 AUC Jy iR i 6, T A #8hn 48 T I At
B ASCHIJT B D R AR T4 R IR RS %
TEARF M LA, B 131504 TDF-IDS piz 1 758 2 5k R 4
WG, LA FCAT SRV Rz Ak, Bedh, FRA Ty S e 12
2 IR RLoF /IR AR ARG 25 i) IR A S i o AR AR P31 BE
J1, KGR T ORI E S5 ).
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